CONTACT

WEB
mtgsec.pages.dev/en

CONTACT FORM
mtgsec.pages.dev/en/#contact

LINKEDIN
linkedin.com/in/mehmet-taha-
gazoz-9101912a9

GITHUB
github.com/MehmetTahaGazoz

LOCATION
Istanbul, Turkiye - Hybrid /
Remote

SECURITY TOOLS

Kali Linux Nmap
Burp Suite Hydra
SQLMap Metasploit
Wireshark

Gobuster / Dirb

SOFTWARE
HTML / CSS / JS PHP

C# C React / Nodejs

sQL Python

FOCUS AREAS

Web security

Network security
Penetration testing
Phishing analysis CTF

OSINT

LANGUAGES

Turkish — native

English

INTERESTS

Football - Road trips - Puzzle
cubes

Mehmet Taha Gazoz

Cybersecurity - Penetration Testing - Network Security

Information Security Technology graduate of Fatih Sultan Mehmet Vakif
University, Istanbul. | work on web and network security, security testing, CTF
challenges and web application development. | prefer learning by applying things
in my own projects rather than knowing them only in theory, and | share what |
learn with others through workshops and mentoring.

WORK EXPERIENCE

IT Department — LC Waikiki
Istanbul / Bagcilar

Jul 2024 - Aug 2024

e (reated, edited and removed rules on the corporate firewall
e Hands-on experience with network security, access control and enterprise IT
infrastructure

EDUCATION

Information Security Technology (Associate
Degree)
Fatih Sultan Mehmet Vakif University, Istanbul

Network infrastructure, operating system and database security, cryptography
fundamentals and penetration testing.

Oct 2024 - Jun 2026

PROJECTS

HBYS-CTF — TUBITAK 2209-A

Academic research project teaching hospital information system security through
a gamified CTF platform. Built realistic attack-chain scenarios with Kali Linux,
Nmap, Burp Suite, Hydra and SQLMap.

Phishing Awareness Platform
Training app for FSMVU that teaches phishing attacks; isolated admin panel, rate
limiting, HackTheBox integration. Node.js, Express, MongoDB.

Web Security Scanner
Python tool that checks SME websites for SSL/TLS, HTTP security headers,
SPF/DMARC and exposed files, and produces a report in Turkish.

Al CTF Generator
Education platform that uses Al to generate verified, solvable CTF scenarios and
challenges (in development).

MENTORING

Ethical Hacker Workshop: Phishing & Hack The Box 2026

Anatomy of phishing attacks, e-mail header analysis and exploitation stages on
HTB machines.

Applied Cybersecurity Training 2025
Nmap, Dirb/Gobuster, OSINT and Metasploit training using TryHackMe labs.
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